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ESA is developing, deploying, and operating a wide variety of mission data systems for
the command & control of spacecraft, as well as for the exploitation and dissemination of
space related services to end users. These systems, once completely isolated, are getting more
and more inter-connected and use global communication channels such as the Internet to
communicate between each other and with end users. In recent years, the threats resulting
from cyber-attacks and hacker activities have been increasing throughout the world and
software systems have been a particular target of such attacks. In this paper, we describe a
secure software engineering framework that has been developed by ESA to enhance the
robustness and security of operational mission data systems and is currently further
improved. The framework reduces the cost and effort overhead induced by enhanced
software engineering security through automation and exploitation of commonalities where
possible. It also supports software developers directly by providing them a secure software
development toolbox. We are convinced that this secure software engineering framework,
though automated as far as possible, is a mandatory addition to traditional software
engineering. It will help to vaccinate operational software against the growing number of
cyber threats.

E

I. Introduction

SA is developing, deploying, and operating a wide variety of mission data systems for the command & control
of spacecraft, as well as for the exploitation and dissemination of spacecraft supported services to end users and
stakeholders. These mission data systems are based on a variety of different software engineering technologies, from
distributed SOA-based systems to traditional, monolithic legacy systems. With the increasing presence of wide area
networks, distributed sites and the need for near-real-time product delivery to users everywhere in the world,
interconnectivity using global communication networks such as the Internet is ubiquitous. This process makes data
systems more effective and reduces development and maintenance costs.
However, this process also changed substantially the threat situation with respect to mission data systems.
Previously, data systems were not seen as a major vulnerability since they were protected by strong network and
physical layer security. This paradigm however is not valid anymore in an interconnected world. While firewalls can
still substantially increase network security, they are in many cases not capable of identifying and preventing
application layer attacks. In fact the application layer has turned out to be the major target of the newest generation
of hacker attacks. These attacks exploit flaws and imperfections in software products such as unprotected buffers
and subsequently break into the system. In fact, the more complex a data system is, the more likely it is that it
contains flaws that can be exploited. This trend is very visible in the Internet, where critical software components
such as operating systems and browsers are continuously targets of successful application layer attacks.
Furthermore, using malware such as worms, viruses, and Trojan horses, such attacks are very easy to automate. The
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current software engineering strategy for mission data systems, which is derived from ECSS software engineering
standards, only addresses this threat through the testing step, which is insufficient.
In fact, to be able to counter this increasing threat, the robustness and security quality of the operational data
systems is currently being increased. An important piece in this puzzle is the development of a Generic Application
Security Framework (GASF) that introduces new development steps to be applied during software development as
well as mandating an information risk assessment that is specific to the data systems underlying technology. In the
remainder of this paper, we describe the GASF in detail and report on the status of its development and the first use
cases.
A. Contribution and Technology Spin-In
In this paper, we describe in detail the GSAF and its enhanced software development lifecycle, from
requirements definition phase to operations phase. In particular, we focus our description on the reduction of the
development overhead induced by security requirements. Furthermore, we analyze different types of software, based
on different technologies, and what impact they have on the set of threats and vulnerabilities that need to be
addressed during development.
The GSAF has been designed based on a number of processes and methodologies that are well accepted within
the computer science community since a long time. Commercial business and industry are facing security issues on
a day-to-day basis and thus have already invested a lot in the protection of their software assets. They have the
necessary processes and methodologies already in place. Our main contribution is the spin-in, and tailoring where
necessary, of these processes to the domain of mission data-systems, which is quite a different environment.
B. The Generic Application Security Framework
The GSAF is composed from several core components that we describe in greater detail in this paper.
At the heart of the GASF is the Secure Software Development Lifecycle (SSDLC). It extends the traditional
ESA Software Development Lifecycle (SDLC), derived from the European ECSS E-40C 3 standard, with additional
steps, procedures, and deliverables for each step of the lifecycle. A basic element, which re-occurs in each of the
major steps of the SSDLC is the information risk analysis, which is part of the on-going security assessment. The
SSDLC initially starts with a high-level initial risk analysis, leading to the identification of initial risks that need to
be mitigated. The information risk analysis is then repeated in the successive steps of the SSDLC, adding more
detail in each subsequent iteration. In the final iteration that occurs during the software implementation & testing
phase, a detailed understanding of the risks that are either countered or accepted is obtained.
The SSDLC naturally imposes additional effort for the software development process. This is particularly true
when developing web services, data persisting applications, or web based application clients that share common
characteristics. In times of limited mission budgets, this could quickly evolve into a potential showstopper for
security control implementation. However, this additional development effort can be significantly reduced by using
a number of security patterns, which have been developed as part of the application security framework to support
the developers. Once the initial information risk assessment is performed, the developers can choose from a number
of pre-defined application security patterns that contain appropriate security requirements for countermeasures to
mitigate the initially defined risks. As a result, subsequent risk analysis steps will only have to be executed for new
or special functions that are not shared among the web services.
Furthermore, the GASF provides tools and methodologies for adequate generation of security requirements,
implementation, testing & validation of applications for mission data systems based on several technologies.
Currently, web applications and web services are supported, however the currently on-going evolution will then also
support C++ and Fortran based legacy applications. To achieve this, well-known and widely accepted standards and
guidelines (de-facto standards) such as ISO 27001 4, SQUARE 5 , and OWASP 6 have been used as the basis for
specification of the subject methodology, tailored where necessary, and integrated into the application security
framework. Finally, the GASF can also deal with classification requirements for certain pieces of information that
need to be processed by the system.
C. Organization
The remainder of this paper is organized as follows. In Section II, we review the software engineering
technologies that the GASF is addressing. We also highlight the associated security challenges. In Section IV, we
describe our approach to Application Security Assessment. Section V contains our main contribution and describes
the Secure Software Development Lifecycle (SSLC) that lies at the heart of the GASF. In Section VI, we describe
the core component of the SSDLC, the information risk assessment approach, in more detail. Section VII analyses
the operational impact of using the GASF and finally Section VIII outlines the next steps and concludes this paper.
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II. Supported Software Engineering Technologies Review
In this section, we review the software engineering technologies that are or will be supported by the GASF. We
also highlight the differences between these technologies and what it means for the GASF. Currently, two sets of
technologies are considered:
• SOA-based data systems (i.e. web applications and web services)
• Monolithic and distributed C++ based data systems
Support for additional technologies such as Fortran will be added to the GASF once its currently ongoing
evolution is completed.
A. SOA-based Mission Data Systems
Some of the newer ESA missions and programs, such as the Space Situational Awareness (SSA) Initiative
require a highly-distributed system that is service-oriented11. Service-Oriented Architecture (SOA) 2-based mission
data systems are the best suited technology to address these needs.
In the context of the SSA Initiative, ESA has prepared the implementation of a Common SSA Integration
Framework (COSIF). The COSIF shall enable the integration of existing SSA assets as well as deployment of new
heterogeneous SSA applications, forming a system-of-systems. It shall serve as the backbone for all SSA mission
data systems. The specific SSA services will be developed and integrated as enterprise applications, mainly web
service components, on the top of COSIF.
SOA-based architectures are by their nature distributed and consist of interconnected services. Physical isolation
of communication channels is a significant
challenge in such systems and often proves
infeasible. For civilian systems, the use of
publicly available communication networks
such as the Internet has proven to be the
most practical and efficient approach.
It has been recognized, that from an
information security point of view, an
interconnected SOA architecture is much
more vulnerable than an individual
monolithic system and securing such a
system is a significant challenge 10. The main
reason is that many of its components and
services
are
exposed
to
public Figure 1. COSIF Service-Oriented Architecture.
communication channels and become a
potential target for threat sources such as hackers. It is no longer possible to protect the whole system-of-systems by
relying only a perimeter defence strategy such as firewalls. Instead, the individual components of the SOA-based
architecture that implements the system-of-systems and their interactions have to be protected.
While strong perimeter defences for each component of the architecture are possible, this approach is very
cumbersome and not really flexible.
B. Legacy Data Systems
While new missions and programs such as the SSA Initiative more and more use technologies such as SOAbased architectures, legacy applications such as control systems and other support systems are more monolithic and
based on a completely different software technology. Many of these systems need to process huge amounts of data
in near real-time and thus need to be as performant as possible. For this reason, they are constructed using systemclose programming languages such as C++ or Fortran.
From security point of view, the challenges are completely different than for SOA-based architectures. Systemclose programming languages allow direct access to memory resources and other system-level functions that are not
available for software engineers of higher level programming languages such as Java are used (which is usually the
case for SOA-based systems). In fact, the majority of the threats concerning legacy data systems is not related to
communication channels and messaging problems, but rather on the improper use of commands that directly
manipulate system resources (the buffer overflow is a classic example).
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III. Development of the Generic Application Security Framework
Before we turn to the description of the GASF, we describe how we created and implemented its first version,
which is supporting web applications and web services. The approach that has been chosen is a selection of simple
steps, which will facilitate the implementation of the end-to-end methodology. The steps in principle are the same
also for legacy applications, however the input sources and methodologies vary.
The GASF was developed using following principle:
• Gather security relevant input;
• Define security domains;
• Identify security capabilities;
• Derive security controls/requirements;
• Provide templates and tools.
In the following, these principles are addressed in more detail.
A. Gather Security Relevant Input
The GASF for web applications and web services is built upon requirements that have been gathered through the
analysis of relevant and well accepted industry standards such as ISO 27002:2005 7 and industrial de-factor
standards like SQUARE 5, OWASP 6, BSI 8 and other sources. In this way, the framework is compliant with
international standards and can easily be validated or further prepared for a possible certification.
B. Define Security Domains
The security requirements gathered in step A were used to define three security domains that represent categories
of specific security controls relevant for mission data systems. Each of these service domains must be executed
across the information technology layers to support an end-to-end security environment.
The security domains are:
• Communications and operations management (Maps to ISO 27001 A.10 domain);
• Access control (Maps to ISO 27001 A.11 domain);
• Information system acquisition, development and maintenance (Maps to ISO 27001 A.12 domain)
Each of the above domains is refined in the ISO 27001 4 standard and lists different security controls, in order to
mitigate possible threats and vulnerabilities the application infrastructure might have. The security domains are the
highest level of abstraction and will be used to map the needed capabilities for each specific application.
C. Identify Security Capabilities
In order to satisfy the requirements of the security domains that have been identified above, technical and
procedural security capabilities (mapping to security functional and security assurance requirements) have been
defined in the security capability list.
Each capability detailed in the reference architecture provides a layer of security protection that is intended to
reduce risk and increase security for the application infrastructure. Examples for such capabilities include
authentication techniques, access control, secure communication, cryptographic algorithms, security testing, etc. The
application security framework currently contains a full catalogue of capabilities that are applicable for SOA-based
mission data systems. The same catalogue for C++ based legacy implementations is currently under development
and will be implemented into the GASF.
D. Derive Security Controls / Requirements
Based upon the documentation and best practices gathered during the input phase, a detailed list of information
security requirements were developed to serve as a baseline for the application security framework. These
requirements were derived from vulnerabilities and threats, which can be mapped to the security domains and
capabilities that are mentioned above.
Furthermore, the gathering of security requirements is driven by the Security Quality Requirements Engineering
(SQUARE) methodology 5, which consists of eight steps:
1. Agree on definitions;
2. Identify security goals;
3. Develop artefacts to support security requirements definition;
4. Perform risk assessment;
5. Select elicitation techniques;
6. Elicit security requirements;
4

7.

Categorize requirements as to level (system, software, etc.) and whether they are requirements or other
kinds of constraints;
8. Prioritize requirements;
9. Requirements inspection.
The validation of these requirements will be mapped to the security controls of each domain. Thus, traceability
to the original high level decisions is guaranteed.
E. Provide Tools
In addition to the security domains, capabilities and requirements that are defined in this document, tools are
provided to aid in the implementation of these concepts. The GASF toolset will be hooked into the organization and
even more to the software development lifecycle in order to provide tools to address security concerns.

IV. Application Security Assessment
Before the development of an application can be initiated, its security needs must be assessed. This process will
be executed by information security experts in close collaboration with the application development team. It fill first
categorize the application to be developed in terms of confidentiality, integrity, and availability (CIA) levels. This
categorization can result from Agency security directives and/or an initial risk assessment.
The categorization drives the discovery of security capabilities to tackle the different types of controls that need to
be implemented. A public application that will never process any sensitive information and can do that at any point
in time, might have very low confidentiality and availability requirements and therefore will implement less security
controls, than an application that handles very sensitive personal and system data and needs to be available around
the clock (24/7).

Access Control

User
Authentication of
external
connections

Appropriate Auth.
Method is needed

X.509
Authentication

…

…
ISO Domain 2
Security
Assessment
ISO Category C

…

Figure 2. Structure of Security Assessment.
A. Approach to assessment
Different organizations, standardization bodies and companies have defined standards and procedure to approach
security concerns and assessments. The security assessment defined as part of the GASF re-uses industry standards
and performs a tailoring to the ESA needs based on the different categorizations. Figure 2 sketches the structure of
the applicable assessment.
ISO 27001, a family of standards for Information Security Management Systems (ISMS), was used as high level
map to group and categorize security controls. This standard is well-known and deals with information systems. It
can increase the abstraction level depending on the audience analyzing the security assessment.
In the example of Figure 2, Access Control is a so-called ISO domain, which specifies in one of its categories the
usage of user authentication for external connections. This category is a recommendation that appropriate
authentication method is needed in other to control security that is why this recommendation is also called security
control.
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There are many types of authentication methods; in this example X.509 authentication is mentioned. This is
considered a strong authentication mechanism through certificates, which could be used in the case of sensitive
applications.
B. Repository of Threats and Vulnerabilities
The repository of threats and vulnerabilities lists the typical problems an application might face from a security
point of view.
Of course, this repository is specific to the domain of application being designed. As mentioned above, the
current version of the GASF supports web services and web applications and the evolution which is currently under
development will add legacy applications as a new class of applications.
In our example, the authentication capability might face a brute force attack. Authentication based on X.509 with
a minimum key length will minimize the effect of a brute force attack, due to the authentication technique and key
length that increases the amount of iterations needed to crack a password in comparison to plain text passwords. In
the other hand if the application is only secure by username and password, the attack might be extended to a
dictionary attack. In this case a correct password management policy can minimize the effects of the attack, by
increasing the amount of possibilities with the introduction of special characters and case sensitiveness.
Each threat and vulnerability can be mapped to a security capability/control in a similar way.

V. The Secure Software Development Lifecycle
The Secure Software Development Lifecycle (SSDLC) is at the heart of the GASF. This section provides a
description of the SSDLC phases as well as a detailed breakdown of the responsibilities of the project team and the
security team for each delivery phase of the SSDLC. Each phase of the SSDLC contains recommended security
tasks for the project team as illustrated in Figure 3. These phases are the same no matter which kind of application
is being developed. Each work product from the standard software development lifecycle from Figure 3 is mapped
to the deliverables foreseen in the SSDLC.
A. Requirements and Architecture Phase
We describe the responsibilities, deliverables, and detailed activities that occur in the Requirements and
Architecture phase of the SSDLC.
High-Level Architecture Review: A high-level architectural review of the system must be conducted in order to
understand the different components of the infrastructure. The results, along with the security requirements, lead to
the selection of the appropriate security controls for a given system. Developing a security data flow also assists in
the identification of the infrastructure associated with the application where security controls are required. A new
iteration might be needed if security requirements influence the component decision.
Categorization of Data Sensitivity: Project teams must identify and categorize the data that the system will
handle according to the information identification and categorization process. The model walks through each step in
the data categorization process and provides an inventory of security controls that could be implemented for each
level of sensitivity identified. This step can be extended to also deal with data item classifications but must then
comply with the organizations security directives for data classification.
Define high level security approach. The major security capabilities that will be developed to support the system
are identified here according to the previously identified security controls.
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Figure 3. Secure Software Development Lifecycle (SSDLC).
Initial security risk assessment. To aid in the process of identifying system specific security risks and their
sources, a Security Risk Assessment must be performed. The purpose of this assessment is to identify potential
security risks the system may introduce into the production environment, and to support the development of a
system security strategy that can be leveraged to help address those risks going forward. The assessment process
includes the creation and subsequent analysis of the data flow diagram and mapping of the system architecture to
security risks. These risks should be prioritized by severity. Risk severity is a function of the potential impact of the
vulnerability if it were exploited, multiplied by the potential likelihood of the vulnerability being exploited or other
more comprehensive risk ranking system such as OWASP’s 6 Risk Rating methodology.
Design Security Architecture. The conceptual security design provides a high-level design summary of proposed
security controls based on the requirements developed in the previous tasks. The conceptual security design may
address features and functions of each security control with information such as operating system, services, data,
applications, etc. Specific details for each security control are not required during the conceptual security design
phase. The intent is to provide a high-level overview of features and functions of the key components and how each
may support the overall goals of the project.
B. Design Phase
In the design phase, a detailed security design is derived and the information risk assessment updated. The
security architecture detailed design is a specification for security technology components comprised of selected
techniques and services. The design may be adapted to meet quality requirements, technical constraints, and
performance requirements. During this process, the design may be refined until it satisfies the technical
requirements. The detailed design also includes the specification of the environmental constraints of the application.
This is important since it affects later applicable security policies or certification attempts. As part of the detailed
security design, a revisit of the security requirements is also foreseen. The security operations detailed design
provides additional design details when required, in order to meet quality and performance requirements.
Subsequently, based on the detailed designs of the technology and operations components, the Security Risk
Assessment may have to be updated. A change in the Security Assessment may also drive a change in the detailed
designs. One typical update to the Security Assessment at this stage would be a fulfillment of a security control,
which would show the progress of the security assessment during the project execution.
C. Implementation Phase
The main activity during the implementation phase is the building of the application. However, several other
related activities are foreseen by the SSDLC.
Build Application and Security Controls. The developer teams will need to complete the following steps when
building security technology components:
• Build detailed technical component configurations;
• Prepare test data for unit and integration tests;
• Execute unit and integration tests;
• Fix defects.
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A major activity at this stage is also the development of security operations processes and procedures for issue
escalation or breach notification procedures.
Develop security test plan. A security test plan is required in order to validate the security of a deliverable and to
test the controls defined in the detailed design which map back to the requirements. The test plan should cover
testing security functional and security assurance requirements. It shall be subject to a formal review. In case a
security certification is foreseen for the application, the security test plan will be a central element in the evaluation
process.
Execute application scanning. Vulnerability testing is a leading-practice means of determining whether a system
has exploitable weaknesses. These vulnerabilities may exist because of errors in configuration or deficiencies in
application code. The Security Team will coordinate with the Project Team to obtain test data, credentials etc.
required to conduct this activity. The scan is executed in three levels – application scan, code scan, and platform
scan.
Update Security Risk Assessment. The Security Risk Assessment document is be published again with updated
risks. Furthermore, now that the application is built, are more detailed risk analysis can be conducted and previously
unidentified risks may be found.
D. Test Phase
Following the implementation phase, the test phase represents a central element in the SSDLC.
Security control testing. The security control testing process involves incorporating testing criteria for security
controls into system, performance, integration, and acceptance tests. In this stage, the environment should be
prepared for security control testing and the test scripts should be executed. Defects should be identified,
documented and fixed. Verification is complete after all test cycles have been executed and defects have been fixed.
Security control testing involves a high level of coordination with the Security team. This testing can be time and
resource intensive since it involves extensive collaboration with teams, and it is recommended that delivery
estimates include ample time for this activity.
Complete application scanning. Completing the security accreditation process involves completing application
and platform vulnerability scanning tests using approved application and platform scanning tools in addition to
completing all other application-specific accreditation requirements. It is at this stage absolutely crucial that the
security team acts completely independent from the system development team. Otherwise, results may be
unintentionally falsified and potential certification goals can be threatened.
E. Operations Phase
During the deployment phase, a transition team must be mobilized to support the operations team to ensure
optimal support, resolve issues, and document resolutions. This team is a temporary proxy for the production team
and will manage the transition to production. It is important to involve the production support team in preproduction activities to prepare for a smooth transition.
F. Summary of SSDLC Activities
Summarizing the required additional activities of the SSDLC, it is clear that a substantial amount of additional
effort is required for secure web application engineering. In the past, this has led to reluctance from stakeholders to
implement all stages of the SSDLC. As described in Section VII, our generic security patterns help to reduce this
overhead to an acceptable level.

VI. Information Risk Assessment
The Information Risk Assessment lies at the core of the SSDLC. As highlighted in the previous section, the
information security risk assessment has to be iterated in every step of the SSDLC. Here, we describe the
information security risk assessment in greater detail.
A secure information model, which is a direct result of the information risk assessment, allows security
practitioners to determine the degree to which specific types of information must be protected. The intent of the
model is to appropriately protect information assets based on a balanced view of their value, the risk to the
enterprise, and the cost of protection. This model follows a seven step process to identify information assets, identify
security risks, and identify and apply required security controls. A high level description of this process is described
in the following. It should be noted that this process is the same, no matter which specific risk assessment
methodology is used (e.g. NIST, ISO 27000, EBIOS etc).
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1. Identify and categorize data - Identify and categorize data by their business usage and then categorize the data
using an information categorization process defined in this model. To help identifying the various types of data
handled by the system, a system data identification questionnaire is to be created and implemented by the project
team. The three characteristics of data security – confidentiality, integrity and availability – must be considered
when identifying risks to data and the controls needed to mitigate those risks. For each characteristic and data, a
rating on a previously agreed scale will be created following the evaluation of the questionnaires. This procedure
will provide a very good image on which data in the system required which level of protection.
2. Identify application and infrastructure components – In this step, the application systems that will process,
transport, and store the data that has been identified in step 1 are identified. To achieve this, two additional
questionnaires need to be prepared and completed. The application identification questionnaire describes the
components of the application and links them to the previously identified data types. The infrastructure
identification questionnaire describes the environment in which the application is to be deployed.
3. Develop a security data flow – The purpose of the security data flow is to diagram the interactions of the data,
application, and infrastructure elements of the system. Understanding the flow of data will assist in both the risk and
control identification processes. Developing a security data flow assists in the identification of applications and
infrastructure associated with the application where security controls are required. Development of the security data
flow diagram is an iterative process. As system components, risks, and controls are identified, the diagram will be
updated to reflect this information.
4. Identify Security Risks – Identify risks to the data and systems that were identified in the previous steps. Risks
are assigned a rating for impact (possible outcome if risk is realized) and probability (chance that risk will be
realized). The overall rating for the risk is given by the product of the values assigned to impact and probability. It is
important to identify, prioritize, and address weaknesses in a system that could potentially lead to the compromise of
the confidentiality, integrity, or availability of the data that is managed by the system. Security risk is a calculated
measurement that is used to prioritize response to threats to the confidentiality, integrity, or availability of an
information asset. The required information is extracted from information documented in the previous steps of the
process and an understanding of common information security exploits. Risks are assigned a rating for impact
(possible outcome if risk is realized) and probability (chance that risk will be realized). The overall risk
measurement is calculated by multiplying the values assigned to impact and probability.
5. Identify Required Controls - The data elements that have been identified through this process are then
analyzed based on classification and risk of exposure to determine which types of security controls must be applied
to them. Security controls are process and technology elements that are used to minimize the risks of threats to an
information asset or organization. The security controls selected for a given project are typically selected based on
the value of the asset, the associated cost to implement the controls for protecting the valued asset, and the risk of
security threats related to that asset. Managers, including the security expert for a given project, will determine the
value and work closely with the project team to calculate the trade-off costs of various security control options.

VII. Operational Issues of the GASF
In this section, we address operational issues related to the GASF. We discuss security patterns, tools and
methodologies, followed by some considerations regarding security certification.
A. Security Patters, Tools, and Methodologies
As mentioned earlier, the introduction of the GASF, and in particular the SSDLC, implies a significant overhead
on the application development process. We now address the tools and patterns that are collected within the
application security framework in order to reduce that overhead.
Applications from either of the two domains supported by the GASF (web applications/ web services and legacy
applications) share a large number of commonalities, fixed security patterns can be defined for and mapped to each
possible information risk assessment result. The GASF toolset maintains a catalogue of security controls for each
domain and the development team can immediately assign appropriate security controls once the initial risk
assessment has been completed. Thus, the information risk assessment process is dramatically shortened and can be
implemented much more efficient. Figure 4 shows a screenshot from the toolset.
Security patterns exist for all kinds of security controls needed for applications within the SSA system-ofsystems environment such as access control, authentication, or secure communication.
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Figure 4. Typical screen from the GASF toolset.
Of course, some elements of the target application may implement special functionality that is not covered by the
available security patterns. In this case, a reduced information risk assessment has to be executed. However, it has to
be noted that this is only required for the additional functionality with respect to the basic application template. Once
this has been done, the result is synthesized in a new security pattern and may be reused later for other applications.
Aside from tools that are directly related to the guidance of the developers for applying the SSDLC to new
developments, a large variety of commercial and open-source tools and methodologies exist to support the SSDLC
for both application domains. The GASF lists the most useful of these tools for each domain of applications.
Examples for such tools include, among others, automatic test tools, security requirements engineering tools, and
code checkers. They introduce a significant amount of automation and thus can further reduce the secure
development overhead.
B. Security Certification
Security Certification is a way to validate the security of the target application and to prove that all the imposed
security functional and security assurance requirements have been met. Security certification is usually executed by
an independent third party, in most cases accredited by a governmental entity.
International standards such as the Common Criteria 9 exist that are used to certify information technology
products. Depending on the level of certification, a constant evaluation of the application throughout its
development lifecycle is required. The SSDLC provides the necessary foundations to execute such an evaluation.

VIII. Next Steps and Conclusions
The development of the Generic Application Security Framework is completed for the web services and web
applications domain while work is going on for the legacy application domain. The web application/web service
specific GASF has been deployed operationally in a number of pilot software development projects to assess its
suitability in practical use. The gained feedback and lessons learned will be incorporated in the evolution of the
GASF. The currently ongoing evolution of the GASF will also revise and improve the available toolset and in
particular extend it to also be able to address legacy applications. Once both domains are fully supported, the GASF
can be used to improve the security and robustness of most mission data system applications.
To summarize, in this paper, we have presented a generic application security framework for mission data
systems that is capable of increasing significantly the robustness and security of the applications. While initially
only foreseen for use within the system-of-systems environment of the European SSA Initiative, the framework is
also used in other areas. The framework provides a set of tools and templates that aim at reducing the effort related
to the additional steps introduced in the SSDLC. Thus, the framework helps developers with efficient secure
application development. We are confident that the application security framework will drastically improve the
security and robustness mission data systems for the, while at the same time keep the related additional effort
minimal.
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